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record. However, records in this cat-
egory also shall be maintained in
locked filing cabinets or maintained in
a secured room with a locking door.

(3) Access to and use of a system of
records shall be permitted only to per-
sons whose duties require such access
within the Institute, for routine uses
as defined in §1182.1 as to any given
system, or for such other uses as may
be provided in this part.

(4) Other than for access within the
Institute to persons needing such
records in the performance of their of-
ficial duties or routine uses as defined
in §1182.1, or such other uses as pro-
vided in this part, access to records
within a system of records shall be per-
mitted only to the individual to whom
the record pertains or upon his or her
written request to the General Counsel.

(5) Access to areas where a system of
records is stored will be limited to
those persons whose duties require
work in such areas. There shall be an
accounting of the removal of any
records from such storage areas uti-
lizing a log, as directed by the Chief In-
formation Officer. The log shall be
maintained at all times.

(6) The Institute shall ensure that all
persons whose duties require access to
and use of records contained in a sys-
tem of records are adequately trained
to protect the security and privacy of
such records.

(7) The disposal and destruction of
records within a system of records
shall be in accordance with rules pro-
mulgated by the General Services Ad-
ministration.

(b) Automated systems. (1) Identifiable
personal information may be processed,
stored, or maintained by automated
data systems only where facilities or
conditions are adequate to prevent un-
authorized access to such systems in
any form. Whenever such data, whether
contained in punch cards, magnetic
tapes, or discs, are not under the per-
sonal control of an authorized person,
such information must be stored in a
locked or secured room, or in such
other facility having greater safe-
guards than those provided for in this
part.

(2) Access to and use of identifiable
personal data associated with auto-
mated data systems shall be limited to
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those persons whose duties require
such access. Proper control of personal
data in any form associated with auto-
mated data systems shall be main-
tained at all times, including mainte-
nance of accountability records show-
ing disposition of input and output doc-
uments.

(3) All persons whose duties require
access to processing and maintenance
of identifiable personal data and auto-
mated systems shall be adequately
trained in the security and privacy of
personal data.

(4) The disposal and disposition of
identifiable personal data and auto-
mated systems shall be done by shred-
ding, burning, or, in the case of tapes
or discs, degaussing, in accordance
with regulations of the General Serv-
ices Administration or other appro-
priate authority.

§1182.16 Procedures to ensure that In-
stitute employees involved with its
systems of records are familiar with
the requirements and of the Pri-
vacy Act.

(a) The Director shall ensure that all
persons involved in the design, develop-
ment, operation, or maintenance of
any Institute system are informed of
all requirements necessary to protect
the privacy of subject individuals. The
Director also shall ensure that all In-
stitute employees having access to
records receive adequate training in
their protection, and that records have
adequate and proper storage with suffi-
cient security to assure the privacy of
such records.

(b) All employees shall be informed
of the civil remedies provided under 5
U.S.C. 552a(g)(1) and other implications
of the Privacy Act, and the fact that
the Institute may be subject to civil
remedies for failure to comply with the
provisions of the Privacy Act and the
regulations in this part.

§1182.17 Institute systems of records
that are covered by exemptions in
the Privacy Act.

(a) Pursuant to and limited by 5
U.S.C. 552a(j)(2), the Institute system
entitled ‘‘Office of the Inspector Gen-
eral Investigative Files” shall be ex-
empted from the provisions of 5 U.S.C.
5b2a, except for subsections (b); (c)(1)
and (2); (e)(4)(A) through (F); (e)(6), (7),
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9), (10), and (11); and (i), insofar as that
Institute system contains information
pertaining to criminal law enforcement
investigations.

(b) Pursuant to and limited by 5
U.S.C. 552a(k)(2), the Institute system
entitled ‘‘Office of the Inspector Gen-
eral Investigative Files’’ shall be ex-
empted from 5 U.S.C. 552a(c)(3); (d);
(e)1); (e)(4)(G), (H), and (I); and (f), in-
sofar as that Institute system consists
of investigatory material compiled for
law enforcement purposes, other than
material within the scope of the ex-
emption at 5 U.S.C. 552a(j)(2).

(c) The Institute system entitled
“Office of the Inspector General Inves-
tigative Files” is exempt from the pro-
visions of the Privacy Act noted in this
section because their application
might alert investigation subjects to
the existence or scope of investiga-
tions; lead to suppression, alteration,
fabrication, or destruction of evidence;
disclose investigative techniques or
procedures; reduce the cooperativeness
or safety of witnesses; or otherwise im-
pair investigations.

§1182.18 Penalties for obtaining an In-
stitute record under false pre-
tenses.

(a) Under 5 U.S.C. 552a(i)(3), any per-
son who knowingly and willfully re-
quests or obtains any record from the
Institute concerning an individual
under false pretenses shall be guilty of
a misdemeanor and fined not more
than $5,000.

(b) A person who falsely or fraudu-
lently attempts to obtain records
under the Privacy Act also may be sub-
ject to prosecution under other stat-
utes, including 18 U.S.C. 494, 495, and
1001.

§1182.19 Restrictions that exist re-
garding the release of mailing lists.

The Institute may not sell or rent an
individual’s name and address unless
such action specifically is authorized
by law. This section shall not be con-
strued to require the withholding of
names and addresses otherwise per-
mitted to be made public.
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